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ABSTRACT

The rapid advancements in communication
technologies and the explosive growth of the
Internet of Things have enabled the physical
world to invisibly interweave with actuators, sen-
sors, and other computational elements while
maintaining continuous network connectivity.
The continuously connected physical world with
computational elements forms a smart environ-
ment. A smart environment aims to support and
enhance the abilities of its dwellers in executing
their tasks, such as navigating through unfamiliar
space and moving heavy objects for the elder-
ly, to name a few. Researchers have conducted
a number of efforts to use IoT to facilitate our
lives and to investigate the effect of IoT-based
smart environments on human life. This article
surveys the state-of-the-art research efforts to
enable IoT-based smart environments. We cat-
egorize and classify the literature by devising a
taxonomy based on communication enablers,
network types, technologies, local area wireless
standards, objectives, and characteristics. More-
over, the article highlights the unprecedented
opportunities brought about by IoT-based smart
environments and their effect on human life.
Some reported case studies from different enter-
prises are also presented. Finally, we discuss
open research challenges for enabling loT-based
smart environments.

INTRODUCTION

Immense developments and increasing minia-
turization of computer technology have enabled
tiny sensors and processors to be integrated into
everyday objects. This advancement is further
supported by tremendous developments in areas
such as portable appliances and devices, per-
vasive computing, wireless sensor networking,
wireless mobile communications, machine learn-
ing-based decision making, IPv6 support, human
computer interfaces, and agent technologies to
make the dream of a smart environment a real-
ity. A smart environment is a connected small
world where sensor-enabled connected devices
work collaboratively to make the lives of humans

comfortable. The term smart refers to the ability
to autonomously obtain and apply knowledge,
and the term environment refers to the surround-
ings. Therefore, a smart environment is one that
is capable of obtaining knowledge and applying
it to adapt according to its inhabitants’ needs to
ameliorate their experience of that environment.

The functional capabilities of smart objects are
further enhanced by interconnecting them with
other objects using different wireless technologies
[1]. In this context, [Pv6 plays a vital role because
of several features, including better security mech-
anisms, scalability in case of billions of connected
devices, and the elimination of Network Address
Translation (NAT) barriers.! This concept of
connecting smart objects with the Internet was
first coined by Kevin Ashton as the “Internet of
Things” (IoT). Nowadays, 10T is receiving atten-
tion in a number of fields including healthcare,
transport, and industry, among others [2].

Cisco reports that 50 billion objects and devic-
es will be connected to the Internet by 2020.2
However, more than 99 percent of today’s avail-
able things in the world still remain unconnected.
According to a Navigant research report, the num-
ber of installed smart meters around the world will
grow to 1.1 billion by 2022.3 Another report from
Automotive News states that the number of cars
connected to the Internet worldwide will increase
from 23 million in 2013 to 152 million in 2020.4
The forecast of such significant growth shows that
IoT will become the fabric of modern societies to
realize the vision of smart environments.

Several research efforts have been conduct-
ed to integrate IoT with smart environments.
The integration of IoT with a smart environ-
ment extends the capabilities of smart objects
by enabling the user to monitor the environment
from remote sites. IoT can be integrated with dif-
ferent smart environments based on the applica-
tion requirements. The work on IoT-based smart
environments can generally be classified into the
following areas: smart cities, smart homes, smart
grid, smart buildings, smart transportation, smart
health, and smart industry. Figure 1 illustrates
ToT-based smart environments.
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The contributions of this survey are manifold:
* First, we investigate, categorize, and classify

the state-of-the-art research efforts carried

out in the domain of IoT-based smart environ-
ments.

* We devise a taxonomy of [oT-based smart
environments based on the conducted survey.

* We present the potential opportunities that the
integration of IoT with smart environments
can contribute to human society.

* A few notable ongoing case studies of IoT-
based smart environments are outlined.

* Finally, we discuss open challenges in realiz-
ing the vision of IoT integration with various
smart environments as future research direc-
tions.

The remainder of this article is organized as
follows. First, we present the state-of-the-art IoT-
based smart environment solutions. We then dis-
cuss the devised taxonomy of IoT-based smart
environment solutions. Next, we present the
potential opportunities that can emerge because
of the integration of IoT with smart environments.
Notable ongoing case studies of IoT-based smart
environments are outlined. We discuss open chal-
lenges in integrating IoT with various smart envi-
ronments. Finally, we provide our conclusion.

10T-BASED SMART ENVIRONMENTS

In this section, we present the state-of-the-art
IoT-based smart systems that are categorized
and classified according to application domain.
The main categories are as follows:

* Smart cities

* Smart homes

* Smart grid

* Smart building

* Smart transportation

* Smart health

* Smart industry

SMART CITIES

The authors in [3] presented a comprehen-
sive survey on the architectures, protocols, and
enabling technologies for urban IoT. They dis-
cussed an urban IoT architecture by describing
web-service-based IoT architecture, link layer
technologies, and devices suitable for the urban
IoT. A proof-of-concept implementation as a rel-
evant example, and a set of technical solutions,
best practices, and guidelines followed in the
Padova smart city project were also presented.

A generic top-down IoT architecture for
smart cities was proposed in [4] to enable var-
ious IoT applications. The core element of the
architecture is the integrated information center
run by the IoT service provider. The informa-
tion center is connected to a set of services, such
as electrical energy, water, and central and gas
supply provided in smart cities. The architecture
facilitates IoT co-building, openness, and conver-
gence of several technologies that are essential
for the realization of smart cities.

SMART HOMES

A cloud-based home solution for detecting a
fault in the SDN-based smart home environment
was proposed in [5]. The authors defined four
social relationships: IoTphysical space, loTSer-
vice, lIoTNetwork, and IoTIoT, in an IoT-based

loT-based
smart
environments

Smart home

Smart grid

Figure 1. IoT-based smart environments.

smart home environment to find a faulty loca-
tion. A software defined networking (SDN)
controller collects information from the pack-
ets passing through SDN switches and makes a
status graph that contains information on each
home IoT device. An SDN-based home cloud
automatically generates the four relationships
that reduce the burden on users and service pro-
viders. The authors stored the device information
in RDF/XML format to provide support for a
semantic query. The proposed solution is bene-
ficial for both users and home service providers.

The researchers in [6] proposed a proactive
architecture that implements the eventcondition-
action method to manage heterogeneous IoT-
based smart homes. The proposed architecture
has multiple tiers, such as a core layer and a ser-
vice layer, that are involved in decision making.
The core layer comprises web-based services that
couple the system to its services. A home gate-
way in IoT-based smart homes enables access to
external networks. To add new IoT systems or
services, device application programming inter-
faces (APIs) and device stub modules are intro-
duced to resolve the dependencies. Web-based
services use stateless protocol and are not made
for long-term sessions.

SMART GRID

Q. Ou et al. [7] proposed an IoT-based real-time
monitoring system for power transmission lines
to avoid disasters. The proposed system visu-
ally displays the operational parameters of the
tower and power transmission lines, such as wind
deviation, conductor galloping, icing, conductor
temperature, and tower leaning, at the monitor-
ing center. Therefore, real-time monitoring and
early warnings of disaster can be implemented
to minimize the smart grid damage caused by
natural disasters.

Y. F. Wang et al. [8] classified IoT-based
smart grid applications into three types:
* Key equipment state monitoring
¢ Information collection
e Smart grid control

IEEE Wireless Communications ® October 2016

11




The key wireless Infer-
net technologies are
WiFi, 36, 46, and satel-
lite. WiFi is mainly used
in smart homes, smart
(ities, smart transporta-
tion, smart industries,
and smart building
environments; whereas,
36 and 46 are mainly
used in smart cifies and

smart grid environments.

Satellites are used in
smart fransportation,
smart cities, and smart
grid environments.

Power

Technology  Frequency Data rate Range Constmption Application
Bluetooth 2.4 GHz 25 Mb/s 10m Low Smart home
Smart cities, smart building, smart
DASH7 433 MHz (Europe) 55.5 kb/s, 200 kb/s 1000 m Low i S S
. 2.4 GHz, 915 MHz, Up to 100
ZigBee 468 Mz 250 kb/s m Low Smart homes, smart health
. Smart cities, smart home, smart
WiFi 2.4 GHz, 5 GHz 54 Mb/s, 6.75 Gb/s ' Medium building, smart transport, smart
100 m . .
industry, smart grid
3G 850 MHz 248 Mbjs - High sman cities, smart transport, smart
industry, smart grid
700 MHz, 750 MHz, Smart cities, smart transport, smart
4G 800 MHz, 1900 MHz, 800 Mbys 1-6 mi High ' par,

2500 MHz

industry, smart grid

Table 1. Comparison of communication technologies used in smart environments.

The authors also highlighted the characteristics
and types of IoT-based smart grids. Based on the
characteristics, a reference architecture for smart
grid ToT was proposed. The reference archi-
tecture has three layers: the perception layer,
transport layer, and application layer. A secure
access control system for security protection of
IoT-based smart grids is also proposed to ensure
that IoT-based smart grid devices can securely
access the Internet.

SMART BUILDINGS

K. Akkaya et al. [9] analyzed the existing occu-
pancy monitoring approaches with respect to
issues of cost, accuracy, intrusiveness, and pri-
vacy. They used multi-modal data fusion for
improving the occupancy detection accuracy in
a smart building. The information fusion tech-
niques filter noisy measurements generated from
IoT devices and predict the occupancy status.
The authors also investigated how data fusion
techniques could be used with occupancy moni-
toring techniques to reduce the energy consump-
tion of the smart building.

The framework proposed in [10] helps to
extend the security functionalities stated by the
architectural reference model from the Europe-
an Union Framework Programme 7 IoT, a proj-
ect to devise authentication and authorization
mechanisms for service access protection. The
authors proposed to utilize the available local-
ization data to implement the access control for
services provided inside a typical smart build-
ing. The proposed framework is implemented on
a service management platform, a city explorer
that implements the key security aspects.

SMART TRANSPORTATION

The concept of IoT can be applied to all aspects
of transportation, such as collection of data relat-
ed to passenger counting, geo services, smart
ticketing, and communication. Eurotech [11]
provides IT solutions that can assist in connect-
ing every public transport element, and furnish-
es the technical tools to connect sensors and
other devices to IT infrastructure. Similarly, the

Kapsch Group [12] investigated how Internet
technologies can be leveraged to ameliorate the
traffic conditions in cities.

SMART HEALTH

A system architecture based on IoT was pro-
posed in [13] to monitor, collect, and transmit
remote healthcare data. The IEEE 802.15.4
standard was used to transfer data to a gateway.
Moreover, two rule engines, static and adap-
tive, were developed. These engine rules are
involved in the decision making process while
transmitting data based on important param-
eters extracted from the collected data. The
results show that the developed rule engines
help in saving energy consumption and and
minimizing network traffic.

The authors in [14] presented a smart
e-Health gateway based on IoT that could help
in solving many issues such as reliability, per-
formance, interoperability, scalability, energy
efficiency, and security. The smart gateway can
address these issues by taking responsibility for
handling the burden of sensor networks imple-
mented in the remote healthcare center. By pre-
senting a case study called UTGATE, the authors
demonstrated that a smart e-Health gateway
could also provide services such as storage, fast
data processing, and embedded data mining.

SMART INDUSTRY

F. Shrouf et al. [15] presented an architecture for
an IoT-based smart factory and defined the key
characteristics, such as flexibility, optimized deci-
sion making, mass customization, and remote
monitoring, with respect to energy management.
The proposed mechanism improves energy con-
sumption in a smart factory by incorporating
energy data into production management.

TAXONOMY

Figure 2 illustrates the taxonomy of the [oT-
based smart environment. The devised taxonomy
is based on the following parameters: commu-
nication enablers, network types, technologies,
wireless standards, objectives, and characteristics.
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loT-based smart environment taxonomy
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Figure 2. IoT-based smart environments taxonomy.

COMMUNICATION ENABLERS

Communication enablers refer to wireless tech-
nologies used to communicate across the Inter-
net. The key wireless Internet technologies are
WiFij, third generation (3G), 4G, and satellite.
WiFi is mainly used in smart homes, smart cities,
smart transportation, smart industry, and smart
building environments, whereas 3G and 4G are
mainly used in smart city and smart grid envi-
ronments. Satellites are used in smart transpor-
tation, smart city, and smart grid environments.
Table 1 presents a comparative summary of the
communication technologies used in IoT-based
smart environments.

NETWORK TYPES

IoT-based smart environments rely on different
types of networks to perform the collaborative
tasks for making the lives of inhabitants more
comfortable. The main networks are wireless local
area networks (WLANS), wireless personal area
networks (WPANSs), wide area networks (WANS),
metropolitan area networks (MANSs), and wire-
less regional area networks (WRANS). These net-
works have different characteristics in terms of
size, data transfer, and supported reachability.

TECHNOLOGIES

IoT-based smart environments leverage various
technologies to form a comfortable and suitable eco-
system. These technologies include sensing, com-
munication, data fusion, emerging computing, and
information security. Sensing technologies are com-
monly used to acquire data from various locations
and transmit it using communication technologies to
a central location. The emerging computing technol-
ogies, such as cloud computing and fog computing,
deployed in the central location leverage the data
fusion technologies for integrating the data coming
from heterogeneous resources. In addition, smart
environments also use information security technol-
ogies to ensure data integrity and user privacy.

LocAL AREA WIRELESS STANDARDS

The commonly used local area wireless stan-
dards in IoT-based smart environments are
IEEE 802.11, IEEE 802.15.1, and IEEE 802.15.4.

These standard technologies are used inside the
smart environment to transfer the collected data
among different devices. IEEE 802.11 is used in
smart homes, smart buildings, and smart cities.
IEEE 802.15.1 and IEEE 802.15.4 have relatively
shorter coverage than IEEE 802.11, and are used
mainly in sensors and other objects deployed in
the smart environments.

OBJECTIVES

IoT-based smart environments are deployed to
facilitate inhabitants’ lives in different situations,
such as elderly monitoring and facilitating, while
traveling in the form of geo service provisioning
and smart ticketing. Based on the requirements
and implemented functionalities, smart environ-
ments have different predefined objectives. The key
objectives of the IoT-based smart environment are
cost reduction, utilization improvement, proactive
maintenance, and minimal user interaction.

CHARACTERISTICS

IoT-based smart environments have some unique
characteristics that make them unconventional.
These characteristics are prediction capabilities,
newly enhanced services, remote monitoring,
and decision making capabilities. The prediction
capabilities can be beneficial in smart buildings,
where predicting the air quality in varying con-
ditions is highly valuable. The predicted infor-
mation can be utilized to evaluate alternative
methods of clean air provision.

The integration of IoT with smart environments
can bring opportunities for several new enhanced
services such as smart transportation systems, which
can utilize the information collected by multiple con-
nected cars and roadside infrastructure for enabling
better traffic coordination. It can also enable remote
access and monitoring of smart environments such
as homes, buildings, and appliances within them.
Moreover, it can collect a variety of data from dif-
ferent sources, and apply data fusion and mining
techniques to make intelligent decisions.

OPPORTUNITIES

The integration of IoT with smart environ-
ments has brought about unprecedented
opportunities. This section highlights the

Based on the require-
ments and implemented
functionalities, smart
environments have dif-
ferent predefined objec-
fives. The key objectives
of the loT-based smart
environment are cost
reduction, utilization
improvement, proactive
maintenance, and mini-
mal user inferaction.
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Company

Case study Devices/ Sensors Business needs Solution Assessment . Country
involved
Rio Operations ~ IP cameras, wearable devices, traffic To help residents in many . Rio Tinto, .
L - loT-based smart city Success . Brazil

Center monitoring systems aspects of quality life Cisco

SK Solutions s SWItCheS’ oIS, P To ensure construction site safety ~ loT-based smart cranes Success SAP Dubai
cameras, IP switches

telltser Smart water sensors, level pressure To monitor the infrastructure loT-based early warning .

Conservancy . e . Success AGT China

o sensors, Doppler velocity meters stability of the Yellow River flood system

Commission

BC Hydro Smart_ meters, smart transformers, Tq improve meter efficiency and s e Success Cisco, ttron, Canada
capacitor banks grid stability Cap Gemini

Table 2. Comparison of case studies.
R10 OPERATIONS CENTER

5 http://www.networkworld.
com/article/2848714/cis-
co-subnet/10-enterprise-in-
ternet-of-things-deploy-
ments-with-actual-results.
html

6 http://www.sk-group.fr/en/

main opportunities offered by such an envi-
ronment.

Cost-Effective Cloud-Based Applications:
Cost-effective, secure, and flexible cloud-based
applications can transform a smart environment
into a decision making platform by collecting
data from the environment and transferring them
to the cloud through IoT. The analysis of the col-
lected data, decision making, and prediction of
environment parameters are the key tasks per-
formed in the cloud server.

New Business Models: IoT enables compa-
nies to build new business models and reve-
nue streams that can create many new business
opportunities. IoT has the capability to alter
the way consumers and businesses approach
the world. Accordingly, consumers and busi-
nesses will require new services that can assist
them to explore this ultra-connected changing
landscape.

Real-Time Information: In an IoT-based smart
environment, organizations can collect data about
products and processes for analysis in a real-time
manner and provide the analyzed information for
making appropriate decisions. The smart envi-
ronment can rapidly adapt based on the decisions
made and improve operational efficiency that
results in higher customer satisfaction.

Diversification of Revenue Streams: IoT can
enable companies to create new revenue streams
and services on top of traditional services; for
example, vending machine companies offering
inventory management to those who supply the
goods in the machine.

Intelligent Operations: With rapid growth
in IoT devices, the data produced by the
IoT also grow exponentially. The manage-
ment of such large amounts of data will be a
challenge in terms of performance. Design-
ing intelligent cloud operation management
solutions that can ensure the working of a
cloud infrastructure at an optimal level will
also be necessary.

CASE STUDIES ON
I0T-BASED SMART ENVIRONMENT

This section describes a number of reported
case studies provided by different enterprises
that deployed IoT environments in their busi-
nesses. A summary of these case studies is pro-
vided in Table 2.

The deployment of IoT in the Rio Operation
Center® has enabled Rio de Janeiro to rise as
one of the official smart cities in the world. Cisco,
IBM, and Samsung were involved in this project.
The goal of the project was to facilitate residents
in many aspects of quality of life, such as safety,
fast emergency response time, and better traf-
fic control and communication among agencies.
For this purpose, the technology partners estab-
lished an operation center for timely and better
decision making based on data collected through
sensors and other devices from the entire city.
The results show that the deployment of IoT
improved 20 percent of response times and facil-
itated 6.3 million residents of the city in terms
of quality of life. In addition, IoT improved the
security services during events organized in the
city such as the World Cup and the Olympics.

SK SoLUTIONS

To ensure the safety of construction sites, a
Dubai-based company called SK Solutions®
deployed an IoT environment which is built on
SAP Hana. SK Solutions collects information
from different sensors deployed in the machinery
throughout the customers’ site. Collected infor-
mation is analyzed in a real-time environment
to obtain the contextual details of activities, such
as machinery’s weight, position, movement, tem-
perature, and speed at different locations. By
using this dataset, SK Solutions developed a soft-
ware suite that enables mobile devices to obtain
actionable data details. SK Solutions claimed
that their customers saw significant benefits, such
as worker safety, improved construction time,
and 30 percent reduced downtime.

YELLow RIVER CONSERVANCY COMMISSION

An IoT environment was deployed by the Yel-
low River Conservancy Commission (YRCC)? to
monitor the infrastructure stability of the Yellow
River in China. The YRCC built an application
called Flood Early Warning System based on
AGT’s I0T platform that captures and analyzes
the information generated from the sensors. The
real-time dashboard is used to show the status of
water and alarming information on any unusual
activity. The YRCC claimed that the deployed
IoT-based application enables them to predict
water flood level and assists them in minimizing
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damage costs. Furthermore, the application helps
in the maintenance of infrastructure efficiency.

BC HYprO

To improve meter efficiency and grid stability,
BC Hydro$ deployed an IoT-based platform
across seven Canadian provinces for air firm-
ware updates and remote monitoring. BC Hydro
invested $900 million for this project. Many com-
panies, such as Cisco, Itron, Cap Gemini, and
Accenture, were involved in completing this proj-
ect. BC Hydro claimed that the solution reduced
theft by 75 percent, which translated to savings of
$330 million in meter readings and $224 million
saved in self-service tools.

OPEN RESEARCH CHALLENGES

This section highlights the open research chal-
lenges in the integration of IoT with smart envi-
ronments. This discussion aims to give research
directions to new researchers in the domain.

PRECISION

In many smart IoT environments such as health-
care, transportation, and unmanned aerial vehic-
ular networks, where devices and systems are
connected globally, precision is one of the most
important challenges that need to be addressed.
When dealing with precision machines that can
fail if timing is off by a millisecond, adhering to
strict requirements becomes pivotal to the health
and safety of machine operators, machines, and
related businesses. Network latency and avail-
able bandwidth are the key factors that can affect
the precision of distributed IoT delay-sensitive
mission-critical environments. Therefore, these
parameters need to be considered when deploy-
ing IoT in a smart environment. For example, in
the case of vehicle-to-vehicle communication in
smart transportation environments, longer net-
work latencies can cause delays in applying car
brakes, which can be very dangerous. High-pre-
cision systems should be developed to make IoT
deployment successful in smart environments.

BiG loT DATA

IoT is one of the largest sources of collecting
large amounts of data (i.e., big data). As men-
tioned earlier, more than 50 billion devices will
be connected with each other by 2020 that can
lead to big data production. Special attention
should be given to storage, access, and process-
ing of such big data generated by devices form-
ing an IoT environment. The performance of
most of the IoT applications depends on the
data management services. Therefore, IoT data
require highly scalable computing platforms that
can manage the big IoT data in terms of pro-
cessing, access, and storage without affecting the
performance of the application.

COMPATIBILITY

Compatibility is one of the greatest challeng-
es in an IoT smart environment, where different
products are connected to each other. Most of
the products are unable to connect with each
other because of the unavailability of a univer-
sal language, thus leading to compatibility issues.
Connecting devices with each other requires col-
laboration among enterprises, such as Samsung,

Philips, and LG. The collaboration among these
companies can enable developers to obtain the
infrastructure information of each product and
design a universal coding language accordingly.
Otherwise, people will be frustrated if they are
only capable of using one brand. The solution of
compatibility issues can ensure the success of IoT.

INVESTMENT

Deploying an industrial IoT environment requires
massive investment. The investment decision in
such a scenario where things are not open and
interoperable in terms of hardware and software
makes it difficult for companies to adopt this
technology. For deployment in companies, open
and integrated hardware and software-based IoT
solutions should be built. Moreover, the solu-
tions should be flexible enough to enable com-
panies to evolve and adapt to changes instead
of replacing them with new systems. Generating
innovation within existing hardware and software
architectures requires expertise and investment.

SECURITY AND PRIVACY

Despite limitless opportunities and merits of
IoT in smart environments, security and privacy
are always key concerns. Only small amounts of
data can be stored within a device because of
the limited storage capacity of memory cards.
Storing data in other sites demands high security
and privacy because users do not want to reveal
their information to others. New technology that
enables users to dynamically verify whether the
company obeys their service level agreement
or not in terms of security, privacy, and gover-
nance rules is required. Researchers have already
warned industries about “smart home hacking”
which is a realistic threat to the IoT community
in the future.

CONCLUSIONS

Momentous developments in wireless technolo-
gies have paved the way for realizing the vision
of deploying IoT in smart environments. In this
article, we provide a review of research efforts
made to integrate IoT with smart environments.
A discussion on state-of-the-art IoT-based smart
environments is presented to help readers under-
stand the recent efforts in this direction. We also
devise a thematic taxonomy considering com-
munication enablers, network types, technolo-
gies, local area wireless standards, objectives,
and characteristics. Moreover, we present report-
ed case studies and discuss the unprecedented
opportunities brought about by the integration
of IoT with smart environments. Furthermore,
we discuss the open research challenges as future
research directions. Finally, we conclude that the
deployment of IoT could be one of the future
platforms to enable the objects of the phys-
ical world to communicate with each other by
ensuring high functionality, energy efficiency,
rich interactivity, and crisp responsiveness in a
dynamic manner.
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