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ABSTRACT

The Internet of Things (loT) is involved in
almost every industry, paving the way for innova-
tive applications, including smart cities, intelligent
systems, smart homes, smart agriculture, health-
care, and more. However, due to their asset value,
these applications are under continuous and
evolving cyberattacks. Furthermore, the advent
of quantum computing presents a severe threat
to traditional cryptographic methods that typ-
ically secure loT systems, potentially rendering
existing security mechanisms ineffective against
quantum-enabled attacks. To tackle quantum-en-
abled and traditional cyberattacks, post-quantum
cryptography (PQC) has emerged as a promis-
ing solution for providing future-proof security
for loT devices and networks against the quan-
tum computing threat. PQC algorithms can resist
cyberattacks from classical and quantum com-
puters, ensuring long-term security solutions.
This article explores the integration of PQC into
practical [oT systems. It highlights the vulnerabil-
ities of classical cryptographic methods and the
necessity of transitioning to quantum-resistant
solutions. Moreover, the implementation of PQC
on loT systems is analyzed. By proactively explor-
ing the opportunities and challenges associated
with PQC, this research lays out future directions
for implementing robust, scalable, and secure loT
systems.

INTRODUCTION

The Internet of Things (loT) is a modern-day
infrastructure for connecting everyday devices
to the Internet, enabling seamless communica-
tion and automation across various applications,
from smart homes to large industrial setups. In
loT, billions of interconnected devices generate,
transmit, and receive massive amounts of data,
offering knowledge to service providers and cus-
tomers. There has been a marvellous trend in the
growth of both smart devices and the networks
they are connected to with the intensifying use
of the Internet of Things (loT). Based on GSMA
statistics, loT global devices were growing at
12.70% from 2019 through 2022. In 2025, the
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41.6 billion with an annual growth rate of 16.7%
by 2026 [1]. However, the exponential growth
of IoT devices and the enormous amount of data
they generate are vulnerable to various secu-
rity threats, including unauthorised access, data
breaches, and malicious attacks. Furthermore,
evolving cybersecurity threats from the advent of
quantum computing technology severely threaten
traditional cryptographic methods that typically
secure loT systems, potentially rendering existing
security mechanisms ineffective against quan-
tum-enabled attacks. To tackle quantum-enabled
and traditional cyberattacks, PQC has emerged
as a promising solution for providing future-proof
security for loT devices and networks against the
quantum computing threat [2]. Fig. 1 shows a
layered loT architecture that implements PQC to
ensure quantum-resistant security.

Quantum computers offer the potential for
specific computational tasks, such as factoriza-
tion and quantum simulation, to be completed
exponentially faster than classical computers [3].
Quantum computers can solve complex science
problems that are even difficult for present-day
supercomputers to solve. They will revolutionize
artificial intelligence/machine learning (Al/ML) by
dramatically boosting computation power. This
capability challenges the security assumptions
underlying traditional cryptographic algorithms,
sparking concerns about the susceptibility of sen-
sitive data to quantum-powered attacks. Such
attacks impact the most popular asymmetric
schemes, including rivest, shamir, adleman (RSA),
elliptic curve digital signature algorithm (ECDSA),
elliptic curve diffie-hellman (ECDH) or digital sig-
nature algorithm (DSA), which can be broken in
polynomial-time with Shor’s algorithm on a suffi-
ciently powerful quantum computer. Moreover,
quantum computers can use Grover’s algorithm to
reduce the effective key length by a factor of two
by providing quadratic speed up for the unstruc
tured search, which applies to searching the key in
symmetric schemes like AES and 3DES [4].

With the increasing threat posed by quantum
computers, there is an urgent need to secure
existing loT systems. Although significant progress
has been made in developing and testing PQC
algorithms, ongoing research means the threats
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FIGURE 1. Layered loT Architecture Integrating PQC Security.

remain unresolved and require continuous atten-

tion. This article focuses entirely on loT security

using PQC. The main contributions of this work
include:

+ In this study, we present a comprehensive
discussion on PQC and its integration into
loT systems.

+ We examine the security landscape of loT
systems by analyzing traditional security
threats, emerging risks posed by Al/ML and
the challenges posed by quantum computing.

+ The practical implementation of PQC on
loT systems is also discussed in this work.

* Finally, this paper emphasizes the key chal-
lenges and outlines future directions, provid-
ing a foundation for innovative advancements
in developing secure loT systems.

The rest of the article is structured as follows.
The “Security Landscape of loT Systems” section
discusses security threats and requirements of loT
systems. The “Post-Quantum Cryptography” sec-
tion delves into the details of PQC. Finally, the
“Challenges and Future Directions” section high-
lights open challenges and research directions.

SECURITY LANDSCAPE OF l0T SYSTEMS

loT systems are typically at high risk of security
and privacy breaches due to their vast attack
surface, weak security algorithms, and lack
of standardized security protocols. This risk
arises from the connectivity of billions of loT
devices and sensors over open wireless chan-
nels, inadequate onboard computing resources,
transmission of unencrypted data, lack of reg-
ular security updates and others. Moreover,
botnet-enabled distributed denial of service
(DDoS) attacks can leverage hacked loT devices.
The advancement of Al/ML fields brings with
it uncontrollable risks, such as the ability to
perform adversarial attacks on loT-enabled Al
systems, resulting in flawed decisions and gaps
in the security of the system. Also, the growth of
quantum computers poses a risk to encryption
standards used in loT devices and hence to the
security employed in loT.

SECURITY THREATS

This section examines the security landscape
of 1oT systems by analyzing traditional security
threats, emerging risks posed by Al/ML and the
challenges brought about by quantum computing.

1) Traditional Security Threats: Traditional
security threats in loT systems continue to pose
significant data confidentiality, integrity, and avail-
ability risks. Common attacks include spoofing,
where an attacker impersonates a legitimate
device to gain unauthorized access, and DoS or
DDoS, which overwhelms devices or networks,
causing service disruptions [5]. Man-in-the-middle
(MitM) attacks involve intercepting and manipu-
lating communication between loT devices, while
jamming attacks disrupt wireless communication
frequencies. Through cyberattacks, loT devices
are taken under control and utilized for malicious
purposes, such as data harvesting and botnets.
The system is tricked through injection attacks
by inserting harmful code or commands. Replay
attacks employed previously belong to verba-
tim data, bypassing the defense system. To alter
a device’s operation, fabrication attacks implant
misleading information, while Sybil attacks imper-
sonate multiple users to manage different sections
of the network. Attackers can surreptitiously
obtain sensitive data through Eavesdropping,
whereas data can be dropped, routed, or fetched
in wireless networks using wormhole and black
hole attacks.

2) AI/ML Driven Security Threats: As Al and
ML technologies continue to be integrated into
loT systems, they introduce a new set of sophis-
ticated security threats. Model Inversion attacks
involve attackers using access to a machine learn-
ing model to infer sensitive information about the
training data, effectively reversing the model’s
predictions to extract confidential data. Model
extraction attacks occur when an attacker repeat-
edly queries an ML model to steal and replicate
its functionality, gaining access to the underlying
intellectual property or proprietary knowledge.
Poisoning attacks deliberately modify training data
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FIGURE 2. Illustration of key security requirements for a cryptographic scheme to secure loT systems.

by introducing harmful data, which contaminates
the data and results in inaccurate predictions,
thereby deteriorating the dependability of the
system. Automation attacks take advantage of
the Al’s automated functions to expand mali-
cious actions such as instigating extensive botnet
assaults or leveraging the vulnerabilities of numer-
ous loT devices, which complicates the processes
of being discovered and having their impact oblit-
erated. In adversarial attacks, relevant input data
is modified in such a way that an ML model is
deceived into making wrong predictions or clas-
sifications. Such actions could result in grave
blunders in essential systems, including autono-
mous vehicles and industrial machinery. Deepfake
attacks [6], driven by Al and DL techniques, can
create realistic counterfeit media (audio, video,
images) to impersonate legitimate users or
devices, facilitating unauthorized access or manip-
ulation of loT systems.

3) Quantum Computing Treats: Quantum
computing introduces a new era of potential
threats to loT security, challenging traditional cryp-
tographic protocols and presenting new attack
avenues. One of the most significant risks is
breaking traditional cryptography — quantum algo-
rithms like Shor’s algorithm can efficiently solve
problems that classical cryptographic methods
rely on, such as factoring large numbers or solving
discrete logarithms [7]. This ability threatens to ren-
der encryption techniques, such as RSA and ECC,
obsolete, putting the confidentiality and integrity
of loT communications at risk. Another concern is
quantum eavesdropping, where quantum comput-
ing could enable attackers to intercept and decode
encrypted communications with unprecedented
efficiency, compromising the privacy of data trans-
mitted between loT devices. In response, quantum
key distribution (QKD) [8] has been proposed to
secure key exchange. Still, attacks against QKD sys-
tems, such as QKD attacks, could undermine the
security of this method by exploiting vulnerabilities
in the transmission process. Additionally, quantum
computing can be leveraged for Al model manip-
ulation attacks, where quantum algorithms could
be used to deceive ML models more efficiently or

perform more powerful data extraction attacks.
Quantum-enabled side-channel attacks represent
another emerging threat, where quantum algo-
rithms could potentially break encryption via
indirect observations like power consumption or
electromagnetic leakage. Botnet control attacks
could also evolve, with quantum computing
enabling more rapid and sophisticated manipu-
lation of compromised devices within large-scale
botnets, making them harder to detect and mit-
igate. Finally, future quantum-enhanced attacks
could introduce entirely new attack vectors, such
as cracking passwords and bypassing authentica-
tion systems using quantum speedups, creating a
need for loT systems to adopt quantum-resistant
technologies to stay secure. These quantum-based
threats highlight the importance of developing
PQC and other advanced security measures to
protect loT systems in the quantum era.

SECURITY REQUIREMENTS

To ensure the security of [oT systems, any cryp-
tographic scheme or security protocol implemented
must address a comprehensive set of attributes spe-
cific to the unique nature of loT networks. These
attributes typically include the need for scalability,
efficiency, privacy, integrity, authentication, and resil-
ience against a wide array of threats, as shown in
Fig. 2. Below are the key security requirements a
cryptographic or security scheme should address for
loT systems:

+ Confidentiality: To ensure that the sensitive
data transmitted between loT devices and
the network is protected from unauthorized
access.

* Integrity: To ensure that data has not been
altered, either in transit or during storage, by
unauthorized parties.

+ Authentication and Authorization: To ensure
that only legitimate devices and users can
access loT networks and perform authorized
actions.

+ Scalability: To ensure that the scheme can
handle a large number of devices without
compromising performance or security.

+ Resilience to Attacks: To ensure that the
scheme can resists various types of attacks,
including both traditional and emerg-
ing threats like Al/ML-powered or quan-
tum-based attacks.

+ Non-Repudiation: To ensure that once a
transaction or communication occurs, the
involved parties cannot deny their participa-
tion or the content of the message.

+ Robust Key Management: To ensure effec
tive key management, especially when
devices are distributed across vast areas.

+ Adaptability to Emerging Threats: To ensure
that the scheme continues to evolve as new
threats, such as those introduced by Al/ML
and quantum computing, emerge.

PoST-QUANTUM CRYPTOGRAPHY

The development of the first universal quan-
tum computing model by David Deutsch, based
on physical principles and the Church-Turing
hypothesis [9], provided the theoretical basis for
evaluating the security of PQC primitives. At its
core, quantum computing operates on quantum
bits or qubits, which, unlike classical bits, exist in
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Parameter

Traditional Cryptography (RSA, ECC, AES)

PQC

Quantum Resistance

Security Against Classical
Attacks

Long-Term Viability

Adaptability to New Threats

Post-Compromise Security

Algorithm Diversity

QKD Integration

Scalability

Multi-Party Computation
Security

Integration with Blockchain

Integration with FL

Vulnerable to quantum attacks (e.g., Shor's Algorithm)

Strong but susceptible to machine learning-based
attacks

Vulnerable to advancements in quantum computing

Limited (Quantum computing undermines classical
algorithms)

Weak (Key compromise leads to full security collapse)

Limited (Dominated by a few classical algorithms)

Limited (No native support for QKD systems)

Limited (Performance degradation with larger key sizes,
especially in RSA)

Vulnerable (Classical MPC schemes are at risk from

quantum adversaries)

Vulnerable to quantum attacks (RSA/ECC-based
blockchain systems susceptible to quantum computers)

Susceptible to machine learning and quantum-based
attacks

Quantum-resistant (Designed to withstand quantum
computing threats)

Stronger (Resistant to classical and machine learning-
based attacks)

High (Specifically designed for long-term security,
ensuring resilience against quantum computers)

High (Adaptable to new and emerging threats,
including quantum and machine learning
advancements)

Stronger (Some PQC schemes offer resilience even
after part of the key is compromised)

Growing (Multiple diverse schemes, including lattice-
based, code-based, and multivariate polynomial
approaches)

Native Support (Seamless integration with QKD
systems, enhancing security in quantum environments)

Improved (PQC schemes can be designed to scale
efficiently, supporting large-scale deployments)

Enhanced (PQC strengthens multi-party computations,
even in the presence of quantum adversaries)

Quantum-resistant (PQC ensures blockchain
security with quantum-safe digital signatures and key
exchanges, future-proofing blockchain systems)

Stronger (Ensures secure aggregation of model
updates, protecting data and model integrity from
quantum and ML-based attacks)

TABLE 1. Comparison of Cryptographic Parameters; PQC versus Traditional Cryptography.

multiple states such as both 0 and 1 at the same
time due to the principle of superposition. This
property enables quantum computers to per-
form computations on multiple possible inputs
simultaneously, increasing computation power
exponentially. Shor’s algorithm, developed by
mathematician Peter Shor in 1994, is one of
the most prominent examples of the computa-
tional power of quantum computing [11]. Shor’s
algorithm efficiently factors large integers and
solves the discrete logarithm problem, which is
foundational to many asymmetric cryptographic
schemes such as RSA and ECC. Similarly, Gro-
ver’s algorithm, proposed by Lov Grover in
1996, demonstrates another facet of quantum
computing’s impact on classical cryptography in
symmetric schemes like AES and 3DES. Grover’s
algorithm provides a quadratic speedup over
classical algorithms for searching an unsorted
database [12]. It reduces the security strength of
symmetric encryption and hash functions by halv-
ing their effective key lengths. Table 1 provides a
comparison of cryptographic parameters: PQC
vs. traditional cryptography.

Table 2 compares the widely adopted sym-
metric and asymmetric cryptosystems and
their security levels against pre-and post-quan-
tum attacks. These tables reflect the impact
of Shor’s and Grover’s algorithms on classi-
cal cryptosystems, giving the impression that
quantum computers destroy the viability of
asymmetric cryptography, leaving only symmetric

cryptography alive, however, with the option of
considering larger key sizes. Asymmetric crypto-
systems, including the RSA, DSA, DH, ECDH key
exchange, and the ECDSA, are insecure against
quantum computing attacks, which are cracked
by Shor’s algorithm. The security toughness of the
RSA cryptographic method generally relies on the
hardness of factoring large bi-prime numbers, also
known as the integer factorization (IF) problem
[10]. In contrast, ECC argues that ECDL prob-
lems are challenging to solve [13]. However, both
IF and the DLP are considered to be difficult
for classical computers to solve. Still, they can
be cracked in polynomial time by a quantum
computer large enough to run Shor’s algorithm.
In today’s time, however, small experimental
quantum computers are not equipped enough
to solve practical ciphers, and researchers esti-
mate the quantum resources needed to achieve
such a goal will be available shortly. Likewise,
by cracking the symmetric cryptographic meth-
ods, Grover’s algorithm can potentially reduce
the security strength of existing ciphers by
offering a quadratic speed-up for exhaustive
key searching. However, the attack’s practical
implications are still debated because Grover’s
algorithm necessitates running queries sequen-
tially. Nevertheless, researchers have calculated
that Grover’s search against the AES with 128,
192, and 256-bit security can be performed by
a quantum architecture with 2953, 4449, and
6681 qubits, respectively. Consequently, it is
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Pre-Quantum

Post-Quantum

ilrgy([::i(;ﬁ:phic Type Function .S'ecurity Level S‘ecu.rity Level Status

(in bits) (in bits)
AES-128 Block cipher Encryption 128 64 Cracked by Grover's algorithm
AES-256 Block cipher Encryption 256 128 Cracked by Grover's algorithm
DES Block cipher Encryption 56 28 Cracked by Grover's algorithm
Salsa20 Stream cipher Encryption 256 128 Cracked by Grover's algorithm
GMAC MAC Authentication 128 128 No impact
Poly1305 MAC Authentication 128 128 No impact
SHA-256 Hash Function Hashing 256 128 Cracked by Grover's algorithm
SHA-3 Hash Function Hashing 256 128 Cracked by Grover's algorithm
RSA-3072 Asymmetric encryption Encryption 128 bits Broken Cracked by Shor's algorithm
RSA-3072 Asymmetric digital signature Digital signatures 128 bits Broken Cracked by Shor's algorithm
DH-3072 Asymmetric key exchange Key exchange 128 bits Broken Cracked by Shor's algorithm
DSA-3072 Asymmetric digital signature Digital signatures 128 bits Broken Cracked by Shor's algorithm
256-bit ECDH Asymmetric key exchange Key exchange 128 bits Broken Cracked by Shor's algorithm
256-bit ECDSA  Asymmetric digital signature Digital signatures 128 bits Broken Cracked by Shor's algorithm

TABLE 2. Comparison of the widely adopted symmetric cryptosystems and their security levels against pre- and post-quantum attacks.

loT Devices < Gateways

Data is transmitted securely with Kyber
encryption and Falcon signatures.

Cloud Servers <> KMS

Cryptographic tasks like
decryption and signature
verification are handled here.

Cloud Servers < loT Devices

Devices use Kyber for secure
key exchange and data
encryption.

loT Gateways «> Cloud Servers

Cloud servers manage key
distribution and device
registration with KMS.

Cloud Servers <> Security Layer

Firmware updates are signed
and verified using post-
quantum signatures.

FIGURE 3. Anillustration of the secure communication flow within loT systems using PQC.

well accepted that quantum computers seri-
ously threaten both symmetric and asymmetric

cryptosystems; however, the danger to asym-
metric cryptography is far greater than that
to symmetric cryptography [14]. The ongoing
efforts towards the standardization of PQC
are spearheaded by NIST, which is currently
selecting and standardizing quantum-resistant
PQC algorithms. These algorithms are meant to
replace classical schemes, which are vulnerable
to quantum attacks. These organizations focus

on evaluating candidate algorithms for security,
efficiency, and practicality across a range of
applications such as loT, communications, and
even cloud services. Other organizations, such
as the Internet Engineering Task Force (IETF)
and ISO, are also actively working towards the
integration of PQC into existing protocols and
standards, facilitating universal acceptance and
interoperability in the post-quantum world.

IMPLEMENTATION OF PQC ON loT
SYSTEMS SECURITY

This section outlines the key components and
steps for implementing PQC in loT systems secu-
rity. Fig. 3 depicts the secure communication flow
within loT systems using PQC.

PoST-QUANTUM KEY EXCHANGE WITH KYBER

The key exchange mechanism forms the foun-
dation of secure communication in loT systems.
Kyber, a lattice-based key exchange protocol, is
suitable for quantum-resistant key exchange due
to its robustness against quantum attacks. In a
typical loT system, devices use Kyber to securely
establish a shared secret with cloud servers or
other devices.

PosT-QuANTUM KEY EXCHANGE WITH KYBER

The key exchange mechanism forms the foun-
dation of secure communication in loT systems.
Kyber, a lattice-based key exchange protocol, is
suitable for quantum-resistant key exchange due
to its robustness against quantum attacks. In a
typical loT system, devices use Kyber to securely
establish a shared secret with cloud servers or
other devices.
+ Key Exchange Process: In the key exchange
process, each loT device and cloud server
generates public and private key pairs based
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on the Kyber algorithm. In the first contact
between the device and cloud server, they
share public keys and agree using Kyber
encryption on a common secret which can
be utilized for symmetric encryption like
AES to encrypt and decrypt data.
Using Kyber for key exchange, loT systems are
protected from quantum adversaries attempting
to penetrate communication channels.

DATA ENCRYPTION AND TRANSMISSION WITH KYBER
AND FALCON SIGNATURES

Following the completion of the secret key
exchange, maintaining the confidentiality and
authenticity of the data exchanged between
devices and cloud servers becomes crucial. Kyber
may be applied apart from just key exchange, as it
may also be applied to encrypt data during trans-
mission. Devices and servers can sign and verify
messages using Falcon, a post-quantum signature
scheme, thus ensuring the integrity and authentic-
ity of the data.

+ Encryption and Authentication Process:
loT devices use Kyber to encrypt the data
before transmission, making it unreadable to
unauthorized entities, even in the presence
of quantum attackers. Falcon signatures are
applied to the encrypted data to prevent
tampering and ensure the authenticity of
the message. Each message is signed using a
private key, and the recipient verifies the sig-
nature using the corresponding public key.
The cloud server or receiving loT device
checks the Falcon signature to confirm the
integrity and authenticity of the received
data before decrypting it with the shared
secret.

This dual-layer approach of encryption (Kyber)
and signature verification (Falcon) ensures the
data’s confidentiality and integrity.

CLOUD SERVER ROLE IN KEY MANAGEMENT
AND DEVICE REGISTRATION

Within any loT system, it is mandatory to man-
age the cryptographic keys and identities of the
devices in a centralized way. A cloud server may
serve as a trusted third party for device registra-
tion and key distribution. Using a KMS, the cloud
can securely execute key lifecycle managed oper-
ations which include key creation, distribution,
and rotation.

+ Key Management and Device Registration
Process: Each device is registered with the
cloud server, which issues it a unique cryp-
tographic identity. Furthermore, the cloud
server provides public keys for exchange
(e.g., Kyber) and securely stores private
keys. New devices joining the network
authenticate with pre-shared keys or cer-
tificates, while the cloud server automates
the process of issuing new keys for secure
communication. Moreover, the cloud server
takes charge of key rotation, guaranteeing
that compromised or deprecated keys are
revoked and replaced.

This centralized management helps maintain
control over cryptographic operations and ensures
the security of devices across the network.

OFFLOADING CRYPTOGRAPHIC TASKS T0 CLOUD SERVERS

loT devices typically have limited processing

power, memory, and energy resources. Perform-

ing computationally intensive cryptographic tasks,
such as decryption and signature verification, on
these devices can be impractical and inefficient.

Offloading these tasks to more robust cloud serv-

ers can enhance the system’s performance while

maintaining security.

+ Offloading Process: loT devices perform
lightweight encryption tasks and generate
encrypted data that is sent to the cloud.
The cloud server, equipped with more pro-
cessing power, handles data decryption
using the shared secret from the Kyber key
exchange. The cloud verifies Falcon signa-
tures before processing or forwarding data
to other devices or applications.

Offloading these cryptographic tasks ensures
that loT devices are not burdened by resource-
intensive operations, allowing them to focus
on their core functionalities while maintaining
security.

SECURE FIRMWARE UPDATES WiTH PoST-QUANTUM
SIGNATURES

Firmware updates are one of the most common
attack vectors for loT devices, as attackers can
exploit vulnerabilities in outdated software to
gain control over devices. Using post-quantum
signatures, such as Falcon, to sign firmware
updates provides an additional layer of security
by ensuring that only authorized updates are
installed.

+ Firmware Update Security Process: Firm-
ware updates are signed by the manufac-
turer or trusted entity using a private key.
The loT device receives the firmware update
along with its signature. Before installing
the update, the device verifies the signa-
ture using the public key, ensuring that the
update has not been tampered with and
originates from a trusted source.

This process mitigates the risk of malicious
firmware injections, which could otherwise com-
promise device functionality and security.

PERFORMANCE CONSIDERATIONS AND OPTIMIZATION

While PQC algorithms like Kyber and Falcon
are quantum-resistant, they tend to be more
resource-intensive than traditional cryptographic
algorithms. To ensure efficient performance, it is
crucial to consider the computational limits of loT
devices during the design phase.

+ Optimization Strategies: Use hardware
acceleration for cryptographic operations
(e.g., specialized chips or modules designed
for cryptography). Optimize cryptograph-
ic algorithms to reduce the computational
overhead, balancing security with resource
efficiency. Implement hybrid cryptograph-
ic models that allow loT devices to switch
between classical and post-quantum algo-
rithms based on available resources or com-
munication protocols.

Efficient implementation ensures loT devices
maintain secure operations without excessive
energy consumption or performance degradation.

IEEE Comn@uthor{'ze lg:taﬂﬁggdlﬁ\?l limited toivf-\aggﬁ%zlgniversity. Downloaded on June 22,2026 at 17:49:00 UTC from IEEE Xplore. Restrictions apply.

unications agazine ¢

53



RSA

ECC

AES

Kyber 9 9 9
Falcon

10 A

Security Level (Scale 1-10)

Key Strength Authentication Strength Scalability
Security Factors

10 10

Quantum Resistance ~ Computation Cost Communication Overhead

FIGURE 4. Security level comparison of traditional and post-quantum cryptographic protocols across key evaluation factors.

DISCUSSION

The security comparison graph provides a
detailed evaluation of various cryptographic
schemes — RSA, ECC, AES, Kyber, and Falcon —
based on six critical security factors relevant to
loT systems. While historically significant, RSA
exhibits high computation cost, large key sizes,
and poor scalability, making it inefficient for loT
applications. Moreover, it lacks quantum resis-
tance, which increases its potential risk for future
harm. Enhancements such as ECC superseding
RSA weakened susceptibility to threats due to
improved security in smaller key sizes, but they
remain vulnerable to quantum exploitation. AES is
a highly efficient, symmetric encryption used most
in loT due to its scalability and speed. However,
it lacks built-in authentication, making it partially
vulnerable to quantum threats via Grover’s algo-
rithm. In comparison, Kyber, a KEM for PQC, also
excels in scalability and quantum security, and
thus is more suited for future loT security. How-
ever, it lacks self-sustained authentication features.
Pairing Falcon, a lattice-post quantum signature
scheme, with Kyber enables instant signature
verification and compact signatures, which are
ideal for loT authentication and secure firmware
updates. In summary, RSA, ECC, and AES, classi-
cal methods of loT security, require the integration
of newer quantum-based computing technologies
like Kyber and Falcon to withstand the growing
demands of sustainable, flexible, and compre-
hensive security. Fig. 4 presents a comparative
evaluation of the security level of traditional and
post-quantum cryptographic protocols across key
evaluation factors.

PQC presents a promising solution for securing
loT systems against future quantum threats, ensur-
ing long-term data protection and resilience. While
traditional cryptographic methods like RSA and
ECC are efficient today, their vulnerability to quan-
tum attacks makes them unsuitable for future-proof
security. PQC algorithms such as Kyber and Falcon
offer strong resistance against quantum adversaries,
making them viable candidates for next-generation
loT security. However, despite their advantages in

quantum resistance and authentication strength,
PQC algorithms currently exhibit high compu-
tational costs, increased key sizes, and higher
communication overhead, which pose challenges
for resource-constrained loT devices.

CHALLENGES AND FUTURE DIRECTIONS

In this section, we examine key challenges and
future direction in areas that require concentrated
efforts to strengthen loT security and privacy in a
post-quantum world.

CHALLENGES

* Resource Constraints: Implementing the
PQC protocols on the next-generation loT
is challenging because they are slightly com-
putationally intensive, and most loT devices
are generally equipped with limited compu-
tational resources. To tackle this, optimizing
hardware and software is crucial to balance
security with performance while designing
PQC algorithms. Hence, lightweight PQC
solutions, i.e., efficient and secure, can play
a significant role in this effort.

+ Backward Compatibility: Maintaining the
interoperability of PQC schemes with exist-
ing classical cryptosystems is a critical chal-
lenge. Hybrid cryptosystems can provide an
effective solution by combining classical and
quantum-resistant algorithms to address this
challenge. This ensures compatibility with
current cryptographic infrastructures while
paving the way for a gradual migration to
PQC.

+ Deployment Costs: The main challenge of
deploying the PQC protocols on loT sys-
tems is the high costs of redesigning com-
patible devices and updating the overall
infrastructure. However, this challenge can
be addressed with the supportive and col-
laborative efforts of industry partnerships
and publicprivate initiatives.

FUTURE RESEARCH DIRECTIONS

+ Research and Development: PQC is a newly
emerging field that requires dedicated future
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research efforts to develop lightweight algo-
rithms. Most existing PQC algorithms incur
high computations, which are unsuitable
for resource-constrained loT devices and
sensors. Similarly, emerging technologies,
such as neuromorphic computing and edge
Al-based cryptographic accelerators, can be
explored to improve the efficiency of exist-
ing PQC schemes and explore new ones.
These innovations will make PQC protocols
more practical and scalable for diverse loT
applications.

+ Inter-Industry Collaboration: Effective deploy-
ment of PQC protocols on loT devices
requires close partnerships between semi-
conductor manufacturers, cryptography
experts, the telecommunications sector, and
loT devices companies. This collaboration
will enable the co-design of hardware and
software solutions optimized for seamless
integration of PQC.

* Policies and Awareness: Policies at the gov-
ernment level need to be initiated to drive
global collaboration, establish universal-
ly accepted PQC standards for loT devic-
es, and address interoperability concerns.
Public awareness campaigns about the
importance of quantum-resistant security
adaptation can foster consumer demand,
further incentivizing manufacturers to adopt
PQC standards.

CONCLUSION

PQC presents a promising solution for secur-
ing loT systems against future quantum threats,
ensuring long-term data protection and resilience.
While traditional cryptographic methods like RSA
and ECC are efficient today, their vulnerability
to quantum attacks makes them unsuitable for
future-proof security. PQC algorithms such as
Kyber and Falcon offer strong resistance against
quantum adversaries, making them viable candi-
dates for next-generation loT security. However,
despite their advantages in quantum resistance
and authentication strength, PQC algorithms cur-
rently exhibit high computational costs, increased
key sizes, and higher communication overhead,
which pose challenges for resource-constrained
loT devices. As technology evolves, advance-
ments in hardware acceleration, optimization
techniques, and hybrid cryptographic approaches
may help mitigate these limitations, allowing loT

ecosystems to transition toward PQC adoption
gradually.
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