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Personal Area Networks (PAN) have turned into an indispensable component of the Internet-
of-Things. However, PANs have been the subject of numerous attacks which stem from the
inherent inefficiencies of the security subsystems of the corresponding protocols. To date, there
i1s no systematic survey of their vulnerabilities, threats and the possible impact of a security
breach. The student will have the opportunity to study the security architecture of the most
popular PAN technologies and analyze the potential vulnerabilities and documented attacks
against them.

Deliverables:

High-level description of Personal Area Networks.

Detailed description of the security architecture of most popular PAN protocols (Zigbee,
Bluetooth, etc.)

Study of possible vulnerabilities.

Survey of documented attacks against such networks.
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Requirements:
Familiarity with Latex.
Strong knowledge of English language.
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